This paper proposes an English auction protocol to preserve a secure, fair, and effective online auction environment, where the operations are integrated with mobile agent technology for bidders participating in online auctions. The protocol consists of four participants, namely, registration manager, agent house, auction house, and bidder.
Introduction
With the popularization of the World Wide Web and its prompt adaptability to trends, traditional auction systems and business transactions have gradually transferred themselves to network platform transactions. Not only does online auction solve general problems like market price discrepancy due to asymmetric information, it also makes up for the time, space, and location constraints faced by traditional auctions and provides for transactions being conducted in conditions much freer and more public, allowing information much more transparency, and thus much fairer, and equal trading opportunities for the interested [1] . Therefore, online English auctions have successfully come to replace the offline traditional auctions, appearing more powerful and capable than the offline ones.
With the rapid development of mobile phones, the demand for mobile commerce has increased as a consequence. Based on market demand considerations, mobile service providers have begun launching mobile commerce services. To meet auction security demands in an environment of heterogeneous networks, an auction mechanism must satisfy both mobile and constraint needs. Under the analysis of various auction mechanisms in the study, a safe, fair, and efficient online auction environment was established by mobility and autonomy features of employing mobile agent.
Today, online auction protocols are applied over the Internet, including open auction and sealed-bid auction. Open auction can be subdivided into English auction and Dutch auction [1] . English auction is to have all participant bidders place their bidding prices on the basis of the reserve price that is preliminarily set by a host. After everything is in place, the host starts the bidding process. The bidding price soars gradually, the item going to the participant at the highest price. In Dutch auctions, bidders place their bids for lower prices. The auction will be closed when a bidder is willing to pay the final price [2] . Bidders in English auction can observe the bidding behaviors of their competitors during the entire auction process, so as to immediately adjust the bidding hereafter. Such a protocol is highly competitive because its game rule forces the bidding price to rise up. Thus, an item fetches highest price [3] at auction. As a result, the expected return on the goods in English auction protocol is usually higher than that in other protocols. Most auctionbased websites, such as eBay and Yahoo! auctions, run the auction following English auction protocol, which are applied to the application of mobile commerce in the paper.
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For the auction model on a mobile-based environment, [4] proposed a mobile auction agent model (MoAAM); bidders participate in online auctions through mobile agents. The protocol employed modular exponentiation operations which require a large computation amount, bringing a gradual degradation of performance in key generation, bidding, and verification phases. In contrast, the study runs the proposed protocol under the difficulty of solving discrete logarithm problem, leading to the positive improvement of performance in key generation, bidding, and verification phases. In terms of computation reduction on mobile devices and the workload of the connected server, the proposed system makes online auction systems much more convenient. A system should be endowed with the following features to maintain a fair and secure auction [5] .
(1) Anonymity: during the course of an auction, no one is able to recognize the other bidders' identities.
(2) Traceability: the winner's real identity can be recognized at the end of the auction.
(3) No framing: the identities of all bidders remain independent. No one can falsely claim to be any other bidder who participates in the auction.
(4) Unforgeability: nobody is able to forge another one's valid bidding price.
(5) Nonrepudiation: the winning bidder is unable to deny the proposed bidding price after being announced.
(6) Fairness: all bidding must be conducted in an open and fair manner.
(7) Public verifiability: anyone can verify the identities and bidding prices of the participating bidders.
(8) Unlinkability among various auction rounds: nobody will know the same bidder's identity among different rounds of auction.
(9) Linkability within a single auction round: the bidders can repeatedly place new bidding prices within a single auction round and can be recognized by other bidders.
(10) Efficient bidding: in order to make the bidding efficient, computation complexity must be minimized.
(11) One-time registration: the bidder only needs to register once and then he/she can participate in all auctions that are opened.
(12) Easy revocation: the registration manager can easily revoke someone's right to bid.
The rest of this paper is organized as follows. Section 2 contains a review of related work on English auction protocol, the related cryptosystem concepts, and how the mobile auction agent model actually works in practice. The proposed protocol is shown in Section 3. In Section 4, the analyses of security and efficiency would be performed to examine the proposed protocol. The final conclusion and recommendations for further studies are given in Section 5.
Related Work

English Auction Protocol.
Regarding English auction protocol research, the concept of bulletin board for verification was firstly applied to an English auction protocol in [6] , satisfying various security concerns in the auction and successfully reducing computation and server load during the auction. The method was based on the concept in [7, 8] , where group signature technology was utilized in English auction protocol to offer bidders higher security. Under the consideration of security, the protocol in [6] would not publish any bidders' information against the bidder privacy's risk, leading to loss of anonymity, fairness, and unlinkability among auction rounds, etc., as required by the English auction protocol. Later, [5] made improvements on the method in [6] , allowing bidders' identities and information to be published, yet risking the unlinkability among auction rounds, for example, bidders' identities could not be identified through released information of previous auction rounds. In 2003, [9] proposed a much simpler and more effective method for the anonymity in English auction. However, it was shown to be insecure enough for bidders' privacy and rights by [10] , as bidders were not allowed to verify whether the shared keys they possessed belonged to the same auctioneer during the auction. Subsequently, [11] utilized an alias for resolving the situation.
RSA Cryptosystem.
RSA, developed by Rivest, Shamir, and Adleman, makes use of an expression with exponentials. It is the first algorithm known to be suitable for signing as well as encryption and is one of the first great advances in public-key cryptography. The RSA is one specific method of public-key cryptosystem utilizing two prime numbers as the key for encryption and decryption. The operations of RSA are listed below.
(1) Randomly select two large prime numbers and and calculate = .
(2) Compute the least common multiple of two large prime numbers ( ) = ( − 1)( − 1). (5) Publish ( , ) but keep the secret key secretly. Since the security of RSA is based on calculating the prime factors and after publishing the large prime numbers and should be carefully selected so that their factorization becomes impossible.
(6) The encryption and the decryption are presented as follows, where is the plaintext and is the ciphertext after the encryption.
The difficulty in factorizing large prime numbers determines the reliability of RSA algorithm. In other words, the more difficulty the integer factorization presents, the more reliable the RSA algorithm is.
ElGamal Digital
Signature. Putting digital signatures on a document aims to show the integrity and the nonrepudiation. Integrity refers to preventing the document from being tampered with in the transmission process, and the receiver can use the digital signature for verifying whether the document is tampered with or not. Since digital signature is calculated by the signer using his/her secret key, it could prevent the signer from denying the signature that he/she signed afterwards. This is considered to protect the receiver, as nonrepudiation. In numerous studies, many protocols were proposed for digital signatures, such as DSA, RSA, Schnorr, ElGamal [12] , and ECDSS. The study applied the ElGamal algorithm to signature scheme, which is further introduced as follows.
(1) Choose a large prime number , where − 1 has a large prime factor, and a primitive root , where ∈ .
(2) The signer chooses one integer as his/her secret key satisfying 1 < < − 1.
(3) After computing his/her public key using the following equation, the signer publishes it. Consider
(4) The signer randomly chooses an integer satisfying ( , − 1) = 1.
(5) Compute the signature ( , ) of plaintext . Consider
(6) The receiver verifies the legality after receiving the signature ( , ) as follows:
If the equation holds, ( , ) is the legal signature of the plaintext and vice versa.
The security of ElGamal depends on solving the difficulty of discrete logarithm problems and . An inappropriate selection of and would therefore result in the signature being forged.
Diffie-Hellman Key
Exchange. Diffie-Hellman key exchange scheme allows two parties that have no prior knowledge of each other to jointly establish a shared secret key over an insecure communication channel [13] . The security is based on the difficulty of discrete logarithm problem (DLP). The operation of Diffie-Hellman key exchange is shown as follows.
(1) selects one integer as his/her secret key, which satisfies 1 < < − 1, where is a prime number. Then, uses the following equation for computing his/her public key and publishes :
(2) selects one integer as his/her secret key, which satisfies 1 < < − 1, where is a prime number. Then, uses the following equation for computing his/her public key and publishes :
(3) Both and have the published public key and their own secret keys to calculate the shared secret key as follows:
(4) The last step is the verification, as follows:
There are two disadvantages to Diffie-Hellman scheme. First, the session key could merely be used between the two parties. When there are users in a system, and one of them wants to communicate with any of the other users, the user will need to have − 1 session keys and the system will have to maintain ( − 1)/2 session keys. Second, the identities of the presently communicated objects are unknown; i.e., and would not recognize each other's actual identities.
Mobile Agent
Basic Concept of Mobile Agent.
Recently, the application of mobile technology to network data transfer has received considerable attention. In information technology, the mobile agent is highly autonomous and is a mobile software that the users can capitalize to perform tasks in heterogeneous network environments. Since the mobile agent does not require constant online network connections, it also demonstrates significant improvement in the network performance. The advantages of mobile agents include (1) low network loads, (2) high network latency resistance, (3) encapsulation of protocols, (4) asynchrony and autonomy, (5) dynamical adaptation, and (6) natural heterogeneity. The advantages of assigning tasks to mobile agents cannot be overemphasized. However, because it is entrusted with the user's private key and agent code at the time of task assignment, the data transfer management regarding agents' access management and control becomes particularly important.
Although this protocol can effectively solve data transmission insecurity, the efficiency can still be improved on. In Figure 1 , the repetitious key storage in different agent codes not only results in the memory space consumption, it but also causes performance exhausted while computing keys.
Therefore, [14] proposed two schemes in the application of mobile agent. The first method applied the tree-structure Figure 1 : Tree-based structure of key management and access control.
DK: decryption key
Figure 2: Hierarchical structure of key management and access control.
of Akl and Taylor into the agent management, integrating the keys of lower successive tiers as one. The server could thus use its own key and through mathematical computation obtain successive private keys that could restore confidential documents. This security is based on the difficulty of solving elliptic curve discrete logarithm problem. The second scheme, in its attempt to improve mobile agent's computation efficiency, applied the cryptosystem based on the difficulty of discrete logarithm problem to reduce the public parameter size without compromising security. Their approach used the hierarchical structure for managing mobile agent's access control to users' keys, at the same time protecting data transmission when the access permission differed from user to user as shown in Figure 2 . During the task execution, the mobile agent roams between various hosts in a network. In the process to carry out message exchanges, it may also be required to connect with other mobile agents, which, thus, imposes security concerns arising out of insecure connections [15] , malicious modifications by unauthorized external users, or even deliberate attacks by internal users. Therefore, mobile agent security is an important issue that needs to be overcome to effect into its successful application.
The mobile agent might face the following threats during the task execution.
(1) Unauthorized users access to the related information of servers:
(1.1) causing deliberate system paralysis and breakdown in a nonauthorization situation, (1.2) unauthorized access to data or resource from server by forging as authorized agents.
(2) Attacks on mobile agent by other agents: house server via the wireless network. In a few words, a personal agent is a preset agent that operates on the mobile device and provides an interface to allow users to communicate with the agent house server. The customer agent, the auctioneer agent, and the broker agent all operate in the fixed network. The personal agent connects to the customer agent when a mobile network user wants to buy a specific product. Then, the person agent sends the description of desired products and price information to the customer agent. On the other hand, an auctioneer registers the information of products to the broker agent. After the broker agent receives the user's request, an auction list, which meets the user's needs, will be generated and sent back to the user. If the user decides to purchase the auction items from the received list, a bid agent will be created by the customer agent and be dispatched to an auction house server to participate in the bidding.
The architecture of MoAAM [4] is shown in Figure 4 and how it works is described as follows.
(1) Primary participants in the MoAAM:
(1.1) broker agent: it is responsible for pairing up bidders and auctioneers. Moreover, it generates auction item lists and provides bidding price information for the users, (1.2) bid agent: an individual user would use it for participating in auctions and placing the bids, (1.3) auctioneer agent: auctioneers use it as their representative for managing the items they are selling, (1.4) auction house server: a platform where online auctions take place. (3) The running of broker agent. First, the auctioneer needs to register his/her agent with the broker agent, and then the broker agent will store the auctioneer's information in the database. When the customer agent sends a request for item information, the broker agent would reply with a list of recommended items to the customer agent. (4) The running of auction house.
The auction house server offers a web interface to allow the auctioneers to execute the following functions:
(4.1) specify the auctioneer agent: an auctioneer sends his/her request and auction information to the auctioneer agent generator. The generator will create an auctioneer agent from a template. The newly created agent and auction information would be registered with the broker agent, (4.2) the management of the auctioneer agent: this interface allows the auctioneer to communicate with the auctioneer agent and control the auctioneer agent's behavior.
(5) Mobile agent platform. The mobile agent platform is where the bid agent and the auctioneer agent would be sent to as the auction starts.
Proposed Protocol
The proposed system includes six phases of (1) initialization, (2) registration, (3) generation of transaction public key, (4) signature, (5) auction bidding, and (6) winner announcement. The whole process flow is shown in Figure 5 . In the process, there are four main participants, which are registration manager (RM), agent house (AH), auction house (AUH), and bidder (B). What the participants do is described as follows.
(1) Registration Manager (RM):
(1.1) it is a unit for bidders applying for the registration. All bidders only require registering once. After that, they can participate in multiple auctions and no more registration is needed, (1.2) to be in charge of storing bidders' identity information and corresponding secret parameters, (1.3) to manage and maintain the bulletin board, which is called BBRM. On the bulletin board, two types of information would be published. One is the registration key and identity information of a bidder and another is a pseudonym that a bidder uses in a single auction round. The published information would be supplied to anyone for the identification verification, and only the RM has the authority to write and update the bulletin board.
(2) Agent House (AH):
(i) to be in charge of communicating with the broker agent and create bid agents, (ii) to manage and maintain a bulletin board, which is called BB AH . The bulletin board would provide the bidder's transaction public key for the verification purpose, and only the AH has the authority to write and update the bulletin board.
(3) Auction House (AUH):
(3.1) to provide the auction place, to maintain the operations, and to host the auctions, (3.2) to manage and maintain a bulletin board, which is called BB AUH . On this bulletin board, the published information would be the bidding information of bidders and the winning bidder's information. All the published information can be used for verifying one's identity, and only the AUH has the authority to write and update the bulletin board.
(4) Bidder ( ):
(i) it is the one who participates and places bids in the auction.
The system using modular exponentiation in the English auction protocol is presented as follows. The given system parameters are shown in Table 1 .
In the following are the auction processes.
Initialization.
The RM and AH establish system parameters and the steps are as follows.
(1) Registration Manager
Step 1. Set up a read-only bulletin board (BB RM ) and post two kinds of information. One is the registration key and identity information of all bidders. Another is pseudonyms used by the bidders in the th round of auction. The RM is the only one who can write and update the bulletin board.
Step 2. Declare , , , ( ) publicly.
(2) Auction House
Step 1. Set up a read-only bulletin board (BB AH ) and publish the transaction public key and related information of all bidders on the bulletin board. AH is the only one authorized to write and update the bulletin board.
Step 2. Randomly select an integer SK AH ∈ [1, − 1] as the private key to calculate the corresponding public key PK AH . The equation is as follows:
Step 3. Post PK AH on BB AH .
Registration. As a new bidder ( ) joins in an auction
; must apply for the registration with the RM at the very beginning. After the registration is completed, the RM would generate pseudonyms, which can only be used one time for in the th round of auction. should first calculate all relevant parameters before registering with the RM. The registration process is shown as follows.
Step 1. randomly selects an integer SK ∈ [1, − 1] as the private key and computes a corresponding registration key RK . The equation is given as follows:
Step 2. randomly selects an integer ∈ [1, − 1] as a secret parameter.
Step 3. randomly selects an integer 1, ∈ [1, − 1] and computes the verification information ( , ). The computation steps are given as follows:
Step 4. sends the information {RK , , , } and the identity information (ID ) through a secure channel to the RM. After the RM receives the information transmitted by , the registration would proceed.
Step 5. The RM authenticates the validity of {RK , , , } by the following equations:
? .
If (12) holds, {RK , , , } is valid. This proves SK and RK corresponding to each other. In contrast, RM would refuse to take the registration application from if the received information is forged.
Step 6. The RM keeps 's identity information ID and the corresponding secret parameter in its own database.
Step 7. The RM posts 's identity information ID and registration key RK on BB RM .
Step 8. Before the th round of auction starts, the RM would generate a pseudonym ( , ) for every bidder . The order of all pseudonyms would be randomly arranged and posted on BB RM . The equation is shown as follows:
Step 9. can use (13) for computing his/her own pseudonym and verify that his/her pseudonym matches with the one posted on BB RM . If dose not find his/her pseudonym on BB RM , he/she can appeal to the RM.
Generation of Transaction Public Key.
In the th round of auction, can obtain the auction information through the AH who could ask the broker agent to supply the information about currently open auctions. The broker agent would prepare an auction house list that matches the needs of and send the list back to the AH for to review. When decides which auction he/she wants to participate in, would have to apply for a transaction public key (TPK , ), which is managed by the AH. The AH would generate TPK , with 's pseudonym on BB RM for the bidder. The steps are given as follows.
Step 1. The AH randomly selects an integer ∈ [1, − 1] and computes the public information . Then, the AH would post on BB AH . The equation is shown as follows:
Step 2. The AH would use , and its own private key SK AH for generating a parameter , and TPK , for each and post the generated information on BB AH . The equation is shown as follows:
3.4. Signature. Before starts to participate in the auction, must verify TPK , given by the AH on BB AH . If the key is valid, would calculate the corresponding signature with the bidding price and related information. Subsequently, can start participating in the bidding. The steps are stated as follows.
Step 1.
uses the AH's public key PK AH for computing a parameter , , as follows:
Step 2. combines his/her private key SK and parameter , to generate TPK , , as follows:
, and TPK , must verify that they are matched with the information posted on BB AH ; if not, can appeal to AH.
Step 3.
randomly selects an integer 2, ∈ [1, − 1] and decides a bidding price bid , . Afterwards, a corresponding signature { , , , } is created, shown as follows:
Step 4. uses the AH's public key PK AH for computing the shared key , shown as follows: Step 5. used for encrypting the bid bid , and the signature { , , , } to obtain the ciphertext (bid , , , , , ).
Auction Bidding.
Before the auction starts, needs to obtain a bid agent from the AH. After a bid agent is acquired, , then, is allowed to bid. The auction bidding process is stated as follows.
should first send out the data tuple {TPK , , (bid , , , , , )} to the AH and apply for a bid agent.
Step 2. After the AH receives the data from , the AH must compute the shared key to decrypt the ciphertext (bid , , , , , ) and authenticate the validity of {TPK , , (bid , , , , , )}. The equations for verification are shown as follows:
If (22) holds, this proves that {TPK , , (bid , , , , , )} is valid, and vice versa. The AH can reject the bidding request from if the received information is false.
Step 3. The AH uses the bidding information {TPK , , bid , , , , , } for creating a new bid agent for , and then the AH would send this agent to the selected AUH to represent participating in the auction. Steps 1, 2, and 3 can be skipped if the bid is placed more than once. Only the bidding information would be verified.
Step 4. When the bid agent arrives at the AUH, it has to be verified that TPK , is the same as on BB AH . If not, the AUH can reject 's application.
Step 5. The AUH verifies the bidding information {TPK , , bid , , , , , } using (22). If (22) holds, it means that {TPK , , bid , , , , , } is valid.
Step 6. The AUH posts the bidding information {TPK , , bid , , , , , } on BB AUH . Anyone can use (22) for verifying the bidding information of .
Winner Announcement.
When the th round of auction ends, the one who places the highest bidding price would be announced as the winner. Then, the AUH would take the winner's TPK , to reconfirm the winner's information , and RK with the AH and RM. Afterwards, the result would be published on BB AUH and can be obtained by anyone to verify. The steps are stated as follows.
Step 1. The AUH takes the winner's TPK , to the AH and asks for the pseudonym , used by the winner.
Step 2. The AH returns the information {TPK , , ( ⋅ , ), , } back to the AUH.
Step 3. The AUH can use (16) for confirming the relationship between TPK , and , .
Step 4. The AUH takes the winner's , to the RM and asks for the winner's RK .
Step 5. The RM returns the information { , , ( ), RK } back to the AUH.
Step 6. The AUH can use (13) for confirming the relationship between , and RK .
Step 7. The AUH will post the winner's information, {TPK , , ( ⋅ , ), , } and { , , ( ), RK }, on BB AUH . The winner's information on BB AUH can be obtained by anyone to verify again according to (13) and (16).
Security and Efficiency Analysis
The proposed cryptosystem applied the ElGamal algorithm, it having two advantages: (1) not keeping secret parameters, as all system parameters can be public, and (2) different ciphertexts formed from the same plaintext at distinct time by one same user. The ElGamal parameters are generally used in each phase of this system. The security is established on the difficulty of solving discrete logarithm problem, for example, giving , , and KAH ; the attempt of guessing or deciphering KAH is computationally infeasible. Regarding the above-mentioned security features, the proposed protocol is discussed as follows.
(1) Anonymity. Except RM and AH working together to reveal the identity during the auction, nobody can find out who the bidder is. The anonymity of bidders can be analyzed from the perspectives of RM, AH, and AUH.
(1.1) For the AUH, it is only authorized to obtain the bidding information, {TPK , , bid , , , , , } and { , , , }, is the signature for bid , , where TPK , is a key for the verification. Thus, the AUH is just allowed to use TPK , for verifying the signature and comparing TPK , to the one posted on BB AH . Still, who the bidder is will never be known.
(1.2) For the AH, it merely knows the relationship between , and TPK , ; thus, it does not have enough information to recognize who the bidder is.
(1.3) For the RM, it cannot derive from TPK , to obtain the corresponding , , even if the RM has the bidder's identity information. (5) Nonrepudiation. A signature is hidden inside the bidding information and it has the characteristic of no framing. Therefore, the winning bidder of the auction round cannot deny his/her signature.
(6) Fairness. All bidders use pseudonyms to join in the auction. The AUH will post the valid bidding information BB AUH . If does not find his/her bidding information, he/she could appeal to the AUH. Like this, the AUH can fairly handle all bidders' information.
(7) Public Verifiability. Anyone can confirm the validity of the bidder, the validity of a bid, and the winning bidder's real identities.
(8) Unlinkability among Various Auction Rounds. In each auction, the pseudonym generated by the RM and the transaction public key generated by the AH are different. Except the RM and AH sharing these keys with each other, no one will know the relationship about among various auction rounds. (12) Easy Revocation. It is easy for the RM to revoke a bidder's identification and secret parameters from the database. Once the information is removed from the database, the bidder loses the right to participate in the auction.
The following is the performance comparison between [4] and the proposed protocol. The notation used is defined as shown as Tables 2 and 3 .
Due to modulus addition and subtraction operation amount being low, they can be omitted.
The analysis of computation complexity related to these two systems is described below following the above information.
As seen in the comparison table, the computation amount of this system is much lower than [4] , especially in the generation phase of transaction public key.
Conclusion
This paper puts forward an agent-based English auction protocol to allow bidders to obtain information and participate in auctions through an agent. Based upon the proposal, it clearly satisfies all of the security requirements for online auction protocols, such as anonymity, traceability, fairness, and so on. Because the mobile devices are identified with inherently weaker computation capability, this protocol is employed on the mobile agent to achieve lower computation amount and to reduce the time cost consumed by verification and computation. This is a means to make the online auction on mobile devices become more efficient and convenient. As wireless networks continue to become extensively used, the proposed system for wireless data exchange has just met the minimum for the security purpose. In the future, the key point would be focused on enhancing the auction-related data protection.
